UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
XA MINH TIEN DPoc lap - Tw do - Hanh phc
S6: 66/UBND-VHXH Minh Tién, ngay 19 thang 4 nam 2024
V& viéc trién khai phuong an dam
bao an toan thdng tin

Kinh gui: Phong VHTT huyén Ngoc Lac.

Thuc hién cong vin s6 2401/STTTT-CNTT&TT ngay 28/9/2023 cua So
Thong tin va Truyén thdng Thanh Hoéa vé viéc bao cao két qua thuc hién
phuong 4n bao dam an toan théng tin theo Ho so dé& xuat cap do an toan hé
théng théng tin. UBND X& Minh Tién béo cao két qua nhu sau:

I. Thong tin chung

1. Tén co quan, don vi: UBND X& Minh Tién

2. Tén hé thong thong tin duoc phé duyét: Hé thong théng tin mang noi
bo UBND X& Minh Tién.

3. Cap do hé thong thong tin dugc phé duyét: Cap do 1

4. Pau méi lién hé: UBND x& Minh Tién

I1. Két qua trién khai

A. Phuong an quan ly

1. Quyét dinh phé duyét Quy ché bao dam an toan thdng tin, an ninh
mang trong co quan, don vi dugc ban hanh: 1030/Qb-UBND, ngay 12/12/2022
vé viéc phé duyét Quy ché bao dam an toan théng tin, an ninh mang trong co
quan UBND xa Minh Tién.

2. T6 chac phan cdng cho b phan, can bo chiu trach nhiém trong viéc to
chtc bao dam an toan thong tin, dau mdi tiép nhan va xu ly su ¢ an toan thdng
tin tai don vi:

UBND xi da ctr dau mdi chinh 1a Céng chtcc Vin Phong - Thong ké la
dau méi lién hé, phéi hop véi cac co quan, té chirc ¢6 tham quyén quan ly vé an
toan thong tin, trong doé c6 su hd tro cia cong chic van hoa - xa hoi.

3. UBND x4 da xay dung Phuong an xac dinh mac dd rai ro, phan loai
cac mdi de doa va quy trinh quan Iy rai ro vé mat an toan thong tin trong don vi.

4. C6 quy trinh khi két thic van hanh, khai thac, thanh Iy, hay bo hé théng
thong tin tai don vi.

B. Phwong an biao dam an toan théng tin vé ky thuat

1. Hé thong mang Internet

- Tén nha cung cap dich vu dudng truyén: Vién thong Thanh Hoa



- S6 lugng duong truyén hién co: 03
- Téc @6 duong truyén: 30 Mbps.
2. Danh sach quy hoach, dinh danh cic may tinh trong co quan

Tén ma Nguoi sur bia chi IP theo A A s .
STT tinh y dung/gc hace danh quy hoach H¢ dicu hanh bia chi Mac
1 | Asus Luu Thi Hué/CC | 169.254.251.248 | Windows 10 | 44:6d:57:6¢:8¢c:79
K55A VHXH /16
2 | fptelead Lé Xuan Thuyén/ | 192.168.0.1 Windows 10 | ac:15:a2:€9:19:2c
CC VHXH
3 | Asus Pham Van Thuong/ | 192.168.1.15 Windows 10 | 48-5A-B6-55-4F-67
PCT UBND
4 | Dell Triéu Van Kim/ CT | 192.168.110.8 Windows 10 | 5E-3A-76-A7-61-56
UBND
5 | fptelead | Trinh Dinh Bau/ | 192.168.1.13 Windows 10 | A0-36-BC-BA-15-7E
PCT UBND
6 | fptelead | Bui  Van  Than/ | 192.168.2.10 Windows 10 | A0-36-BC-B7-D5-96
CHT BCH QS
7 | viewsonic | Pham Van Thanh/ | 192.168.1.3/24 | Windows 10 | d8:5e:d3:42:73:d8
CC TPHT
8 | fptelead Ngan Thi Thuat/ | 192.168.1.14 Windows 10 | A0-36-BC-BA-13-16
CB VTLT
9 | fptelead Lé Thi Hue/ CC|192.168.1.14 Windows 10 | A0-36-BC-BA-18-76
VPTK
10 | Dell binh  Van Ving/ | 192.168.0.107 Windows 10 | 10-6F-D9-B6-F1-0B
BT bU
11 | viewsonic | Trinh  Thi Hong/ | 192.168.1.14 Windows 10 | FC-AA-14-CC-C4-D1
PBT TTbU
12 | acer Pham Thi Chau/ | 192.168.1.22 Windows 10 | 98-EE-CB-43-B0-2B
PCT HDND
13 | fptelead | Ha Trung Kién/ CC | 192.168.1.14 Windows 10 | A0-36-BC-BA-1A-A9
DCTNMT
14 | Dell Bui Van Tuyén/CC | 192.168.1.11 Windows 10 | A0-D3-7A-35-D3-C9
DCXDNN
15 | viewsonic | Bui Van Ha/ CT | 192.168.1.19 Windows 10 | AE-F7-55-51-BC-E4
Ho6i CCB
16 | Dell Bui Thi Tham/ CT | 192.168.1.14 Windows 10 | 5A-F8-41-C5-00-C5
UBMTTQ
17 | Dell Bui Van Vinh/ CC | 192.168.2.11 Windows 10 | C4-75-AB-85-C9-9C
TCKT
18 | acer Nguyén Thi Quynh | 192.168.0.103 Windows 10 | 98-EE-CB-45-3F-49
Van/ CT H6i LHPN
19 | Hplv191l | Trinh Thi Huwong/ | 192.168.1.29 Windows 10 | B8-97-5A-9F-80-C3
BT boan xa
20 | lenovo Nguyén Thi Hién/ | 192.168.1.54 Windows 10 | 6C-4B-9C-09-37-40
CT Ho6i ND
21 | Dell Lé Thi Van/ CB|192.168.1.17 Windows 10 | B4-B5-B6-DC-DE-3D

VHTTTT

3. Phuong an phan tach mang khong day (Wifi) doc lap khoi mang co day
(LAN):
- Chua trién khai: Thoi gian dy kién hoan thanh thang 5/2024




4. Danh sach cac thiét bi mang chinh trong don vi

STT | Tén thiét bi Chirc niing Ghi chu
Danh sach thiét bi hién co
1 Router VNPT Dinh tuyén Cung cép chirc ning
dinh  tuyén két ndi
Interrnet
2 Swich TPLink Chuyén mach Cung cap két ndi mang
noi bo

5. Phuong an quan ly truy cap gitra cac vung mang, quan ly truy cap, quan
ly tir xa:

D3 trién khai: Can bo ky thuat caa Vién thdng VNPT hd tro trién khai

6. Bao dam an toan may tinh nguoi sir dung:

- Yéu cau trién khai cai dat phan mém phong chong ma doc tap trung cua
tinh trén 100% cac may tinh cua nguoi st dung.

+ Sb luong may tinh trong co quan: 21 may

+ S6 luong may tinh da duoc trién khai phan mém phong chéng ma doc
tap trung cua tinh: 00 may

+ S6 luong may tinh da trién khai cac phan mém phong chong ma doc
don 1& (khéng c6 chac niang quan ly tap trung va két ndi vé hé thdng giam sat
cua tinh): 21 may duoc cai Bkav

- Trién khai cap nhat cac ban va bao mat:

+ S6 luong may tinh dwgc cap nhat diy da cac ban va bao mat theo
khuyén nghi dinh ky hang thang: chua c6

+ Sb luong may tinh khong duoc cap nhat day da cac ban va bao mat theo
khuyén nghi dinh ky hang thang: 21 may;

7. Bao dam an toan dir liéu:

- Phuong an sao luu du phong: Thuong xuyén su dung USB sao luu.

Uy ban nhan dan x& Minh Tién bao cao Cha tich UBND huyén duoc biét,
chi dao./.

Noi nhén: KT. CHU TICH
- Nhu trén; _ PHO CHU TICH
- Chu tich, cac PCT UBND x&; AN, _

- Luu: VT.

““Pham Vin Thuéng
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